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Arizona is the number one state in the nation for identity theft for the third year in a row, the Federal Trade Commission reports. Additionally, the Phoenix-Mesa-Scottsdale metro area is the nation’s identity theft capital for the second consecutive year.

Statistics like this support the Computer Security Institute’s decision to hold its semiannual conference in Scottsdale. The CSI conference, called NetSec 06, was held last week at the Phoenician.

Keynote speaker Scott Blake is chief information security officer for Liberty Mutual Insurance Group, where he is responsible for enterprise security strategy and policy for the insurance giant.

His purpose, he said, is to get people to think differently about information security.

“The goal of information security should be to be good enough,” he said, adding that many companies strive for perfection and because that is not attainable, they fail to implement even adequate security.

“Security is not perfect,” he said. “But security that works and meets the need is OK. Businesses need to accept the idea that some risk is acceptable.”

George Toft, chief security officer, for Anthem-based My IT Department, said that since Feb. 15, 2005, more than 85 million people have had their personal information lost or stolen. Businesses need to do a better job of protecting that information.

“Failure to protect your customer’s confidential information exposes you to liabilities that can destroy your business,” Toft said. “An identity thief can open new accounts and begin a campaign of fraud with just a few pieces of personal information.”

Stolen identities disrupt business, as well as the personal lives of victims. Any breach of confidential information could result in litigation and fines against a business.

Blake said the costs incurred because of a security breach include not only tangibles—like lost income and government fines—but also intangibles like negative references and damaged reputations.

“About 500,000 persons were affected by public breaches last year,” he said. “Bad things happen, but they don’t happen every day. We have to analyze the likelihood of a security loss and the frequency with which it may occur.” Blake said that security breaches account for 19 percent of all information losses. Companies need computer security that is “good enough” to minimize their vulnerability and prevent breaches.

Toft recommends that as a starting point, business owners should make sure they are in compliance with federal laws pertaining to security. Larger companies have been reasonably diligent in complying with security legislation, but smaller companies lag behind.

“Most small business owners are so busy running their business that they don’t have time to study and analyze federal regulations as they may relate to their enterprise,” Toft said, adding that many, either consciously or unconsciously, think that federal regulations must apply to the “big guys” and not to small businesses.

Toft recommends that all businesses put controls in place to protect confidential customer information before a breech occurs. These controls include:

· Maintain current backups of all systems

· Implement a hardware firewall between the network and the Internet

· Use a real-time anti-virus program and current anti-virus signatures

· Employ hard drive encryption for any system with company or personal information

· Limit use of laptops and require employees to safeguard their laptops

· Contractually binding service providers to protect shared information

· Plan for disposing of hard drives

The Computer Security Institute is the world’s leading membership organization specifically dedicated to serving and training information, computer and network security professionals. More information about CSI can be found online at www.gocsi.com/. See www.myitaz.com for more information about My IT Department or government regulations pertaining to computer security.
