Risk of shopping in cyberspace can be minimized

Online shopping requires precautions

Buying online can be secure

In this age of fraud and less-than-ethical business practices, it is no wonder that we may feel a little insecure about buying online. With identity theft on the rise, who wants to put personal information out there for the whole world to see? 

But then, we become tempted by TV commercials or major department stores that offer sales available only online.

While the threat is real, taking a few precautions will minimize your risk when buying from an online store.

Do some homework. Look for phone numbers, physical addresses and e-mail addresses. If a phone number is listed, call it for confirmation. If there’s no answer, try calling periodically throughout the day. It’s my rule that if they don’t answer after calling a number of times, I don’t do business with them. 

By the same token, if a site does not list a phone number, I am hesitant to purchase anything from that vendor. Without a phone number, it makes it almost impossible to return an item or ask for assistance if there is a problem with the purchase. 

If you get an e-mail or pop-up message from the seller while you’re browsing that asks for financial information, don’t reply or click on the link in the message. Legitimate companies don’t ask for this information via e-mail or pop-ups.

If your credit cards are on an auto debit basis, be especially cautious when giving out your number for a membership. Stopping an auto payment is difficult enough when you are dealing with a physical store, but when the store is on the Internet, it becomes near impossible to stop the auto pay.

In cyberspace, security features protect customers and their purchases. These features include:

SSL certificates

Password protection

SSL certificates provide encryption for personal information that you submit. Encryption blocks hackers who can steal your information.

If a storefront has an SSL certificate in place, a message alerts you that you are entering a secure site. You can also tell if you are on a secure site, one with an SSL certificate in place, by looking at the address of the site. If the site is secure, the address will show https://www.

Some sites will require you to register prior to purchasing. Your password is protected, and again, it is difficult for hackers to access your account and view your personal information. Although this may feel like a hassle initially, it is a feature that helps provide security for you. 

Have fun shopping online. Just remember, that along with the fun comes the responsibility of making sure that you are on a secure site. By doing this, you are less likely to lose your money and your identity.

For further information, contact Cara through www.creativecommunicationsonline.com or 928-478-6377. 

SIDE BAR

The recent website seminar at Gila Community College was a success. Due to weather conditions and illness, however, some of you were not able to attend. If you are interested in having it run again, contact Cara at 478-6377.

